Workforce Development

- Network Security Courses

A curriculum to train DoD and other
stakeholders on computer security, incident
handling, network security, vulnerability
assessment, and digital forensics.
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- Virtual Training Environment

DoD can use VTE to access state-of-the-art
training, when and where needed.

« XNET

Provides technical training exercises to globally
dispersed teams.
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Welcome to VTE
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Welcome to The Software Engineering Institute's Virtual Training Environment (VTE)! e ety e e

VTE provides high-fidelity e-learning delivered right to your Web browser, which means that VTE _
combines three unique capabilities: :
¢ On-demand lecture in the form of video, audio presentations, and demonstrations
¢ Hands-on lab environments
« A learning management system to manage enroliments and track progress

What would you like to do?

Get a VTE account

Visit the resource Library and view example training content

Find out more about VTE features, philosophy, and programs

Request information about managing and/or implementing a training program using VTE
in your organization

¢ Find out more about SEl courses

The SEI makes a portion of its information security training material available to the public
without registration in the interest of improving network security across the globe. Access to VTE
is available only through SEl programs. Learn More.
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Application Layer Filtering-3
Application Layer Filtering-4
Application Layer Filtering-5
Application Security
Application-Layer Access Controls
Architecture Evaluation Introduction
ARP

Assets Module (Manager)

Assets Module Introduction

Assets Module Maintenance
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. My Profile

VTE - Network Security Courses My Courses

(ISC)2 (TM) CISSP (R) Prep Version 2

Advanced Infermation Security for Technical Staff
Advanced Information Security for Technical Staff

Course List ~ A
CCNA Security

= Overdue Courses Centaur and Trickler for Network Traffic Analysis
@ Enrolled Courses Cisco CCNA Survey

(ISC)2 (TM) CISSP (R) Prep Version 2 Launch Course € Cisco Network Security 1

g“n::::s 27 — 1(0%) Print Progress Report & Cisco Network Secu rity 2

Omiamoarsl  Brescst s aviicon o 12 CompTIA Network+ Prep

Support Forum: Access Forum CompTIlA Network+ Prep (2009

2
CompTIA Security+ Prep (SY0-101
Advanced Information Security for Technical 3 -~ - PPN
Staff ™ 32172011 Launch Course &2 CompTIA Security+ Prep (SY0-201
Progress: [ 1(0%) P”;::;:rg‘wé; Creatmg a CSIRT
Duration: 7 Hours CC: 2
Instructor: VTE Instructor (email) (Bio) DIQ“ HB » - C
Office Hours: virtual office & DISA HBSS 3.0 [,’aﬂager
Support Forum: Access Forum O g
Emerging Cybersecurity Threats
Advanced Information Security for Technical pue: FCI""‘]"\I!‘_‘. S;E’CIBIISI
Staff 312172011 Launch Course & k& ¥
Fundamentals of Incident Handling
Emerging Cybersecurity Threats Due: 3/21/2011 Launch Course & Hafce"—“"@ Windows Cperalir‘.g S}"S?.E‘!"T‘IS
Progress: [ 1(0%) Print Progress Report (] l‘-r' p H
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Duration: 13H
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ot it o © AN Le el | Additional Resources
SOpPoEt Eonem: Access Foum € lAM Level | Additional Resources
Forensic Specialist Launch Course & lAM Level Il Additional Resources
Prom 5SS 103 Print Progress Report & IAT Level | Additional Resources
ration: ours
Instructor: VTE Instructor (email) (Bio) AT ve a¥alal: = 0 =
Office Hours: By Request (email Instructor) Virtual Office 0 l"" ! Let Cl ]I J-w..me‘.a] RE:CLFCE’:
Support Forum: Access Forum € AT Level lll Additional Resources
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Fundamentals of Incident Handling Launch Course & Information Assurance Practitioner
Progress: [ 1(0%) Print Progress Report & Iﬂfcrmatlcr‘ Secbrft'_\’ fCI’ E‘C?‘f‘ﬁ:al Staff
Duration: 12 Hours
Instructor: VTE Instructor (email) (8i0) Intro to Cisco for Security Professionals
Office Hours: By Request (email Instructor) Virtual Office & : ik o
Support Forum: Access Forum & Introduction to |p'\‘f,'
Introduction to Networking
Hardening Wlndows Operating Systems Launch Course @@ |P It
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Instructor: VTE Instructor (email) (Bio) f-‘aﬂaglr!g Emé’rp rse In formation Securty
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Customizable Scenarios
XNET allows you to:

- Create your environment

- Create your events

- Create your timeline

Implementing your training
requirements
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Training Model

Instructional materials: lecture, Evaluative environment: live,

slides, handbooks, demos, labs  realistic network model;
storyline; training objectives;
event stimuli; instructor
facilitation.

Synchronous or asynchronous
Distributed or centralized



